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[ lepexon Ha SKOHOMUYEeCKMe nokasaTenn ameKTMBHocT Ib »
o0ycrnoBsrieHbl nosbiweHnemM BnnaHNA Vb Ha brnsHec i“

[Mpamble TpeboBaHMA pyKOBOACTBA KOMMAHUM

MuBectuunm B Ib HU4Yem He oTnn4aroTca OT NMPOYUX MHBECTULIMN U TPEDYIOT aHarnornyHbIX
nokasareneuy otgadu

Cnabas MHTerpupoBaHHOCTb NpoLecca yrnpasrieHna Knubeppuckamm B npouecc ynpaBieHUs
puckamMmm onepaLnoHHON OeATENBbHOCTH

Hun3kas 3penocTb OTYETHOCTM O Npodounre KubeppuckoB N 3PPEKTUBHOCTU KOHTPOSIbHON cpebl

CIrOXXHOCTb OLIEHKM pearibHOCTM HanpaBlieHHbIX HA HAc yrpo3 N 4OCTaTOMHOCTU UMEIOLLLErocs
YPOBHS 3aLUUThI
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[Toaxon K ynpasneHuto VIb Ha 6ase akoHOMUYeCcKux nokasaTtenen
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icnonb3oBaHne MexayHapoaHO NPU3HaHHLIX MeTOAMK U CTaHOAaPTOB NO3BOMSAET
NOCTPOUTb HaJEXHbIN YyHOAMEHT npoLuecca, AOMNOSHASA X HapaboTaHHOM
NPaKTUKON U ONbITOM, MPUMEHNMbLIM O POCCUNCKUX YCITOBUMN.

>

FAIR (Factor Analysis of Information Risk) — meToaunka Value at Risk (VaR),
npuMeHaeMoun ans MmoaennpoBaHna PMHaAHCOBbLIX PUCKOB, adanTMpoBaHHagd
FAIR Institute ana npouyecca Konn4ecTBEHHOW OLIEHKU KnbeppuckoB. MeToauka
dopmMmmpyeT eanHbIn NoAxXoA4 K ynpaBreHUto KNOeppuCcKom, NoaxoAdsiLnm Kak ans
ynpaBnaloLwWnx MeHeoXXepos, Tak U anga cotpyaHmkos T n Vb, nossonas
N3MepPSThb, YNPaBrsaTb N co34aBaTb OTYETHOCTb NO NPoduUno KNbeppucka.

ISO 27005 — knoyeBon KOMMNOHeHT cepun 1ISO27000, asnatowenca
MeXOyHapoaHbiM cTaHgapTom no noctpoeHuto CYUB. CtaHgapT oTnucbiBaeT
NyYLY0 NPaKTUKy Au3anHa, NoCTPOEHUA N MPUMEHEHNS npoLecca yrnpaBreHUs
Knbeppuckamu B opraHmsaymax noboro macwitabda.

SANS CIS18 — meToauka, paspabotaHHass SANS Institute, no3sonstoLias
OLEHMBATb apXUTEKTYPY M 3pEeNOCTb KOMMNOHEHTOB KOHTPOSIbHOU cpeabl Vb,
BbICTpamBas MOCT MexXxay ynpasnarowmmm gpenmaeopkamm ypoBHS ISO 27000 u
NIST. CIS18 no3BonsieT opraHM3aunsam oueHnBaTb KUbepyCcTONYMBOCTD,
BbISIBNSAA Hanboriee cnabble KOMMOHEHTbI KOHTPOSTbLHOM CPebl B TpMage «Ioau,
NpoLeccChbl, TEXHOMOMNn».

MITRE ATT&CK — perynapHo obHOBNsAEMbI COOPHUK TEXHUK U TAKTUK,
NPUMEHSEMbIX peanbHbiMK areHTamMun Kubepyrposbl. AT T&CK npumeHsieTcs, Kak
obuwienpnaHaHHaa 6a3a 3HaHun, Ans pa3pabdboTkm moaenen yrpos u
MOOENMPOBaHNA Knbeparak.



[ lpouiecc ynpaBneHna 3KOHOMUYECKUMU nokasatenamm Vib gormkeH
ObITb HArNAAHLIM U NPO3pPaYvYHbIM AN BCEX Y4aCTHUKOB

NMpodunb KMbGeppucka (executive) NMpodunb KMbGeppucka (executive)

CPEHHEFD,D,GBPH PHCH I_I pM60pHaﬂ naHen b MeTpuku nnowanm arakum BanaHc TexHoNnorM4Yyeckoro gonra KOM nneKCHoe I-I penCTa BneH Me O
GH{I-maEM bBIM aNnNeTHuT MNpusunermposaHHbie CoTpyaHuKM C yaaneHHbIM KnueHTbl cuctembl OHNanH B
yiLeps (ALE), AEeMOHCTpupYyoLasa npogunb Mepconan . e ep nnowaan atakn n adPeKTUBHOCTH
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- Capability Type Status Metrics Effective Coverage
Shonisee -
Repositories ABHHBIX X AyTeHTUdMKAUMA M aBTopu... P 11.8% % BHELUHUX KDUTMHECKUX NPUNOKEHUIT C MHOrO...  12.0% ¥ 98.0% A
32 1 - D1 x 1 ,000 A 5,000 A 100 A Be3sonacHoe nogkniodeHue. .. = 37.0% % noaKnoYeHUi yaaneHHoro 4ocTyna nonb3os... 77.0% ¥ 48.0% A
0 BesonacHoe yaaneHue aa... P 15.0% % Bonbumx oobexTos (LoB), y koTopbix ecTb yT... 94.0% A 16.0% V¥
0% 50% 100% 2 52_ 22 x Cetu o R e T B DOBO B Yo" K ] Be30nacHOCTb NPUNOXKEHH. .. P 10.7% % HOBbIX NPUr i, nep HauHTe... 11.0% ¥ 97.0% A
(gateways) noctyna T AU A S 3aLTa KOHEUHBIX TOHEK P 36.0% % KOHEUHbIX TOHEK C YCTaHOBNEHHbIM pelwerue. . 80.0% ¥ 45 0% —
BepOFITHOCTb 55 A 1.009.583 A 70 A 3aumra ot DDoS-arak P 36.3% % KpUTUYECKM BAXHbIX BHELUHUX cucTem, 3aum... 790% v 460% Vv
' ’ KynbTypa GesonacHocTu u ... P 90.0% % nrogeit, KOoTopbie He npownu Gonee oaHOro .. 90.0% A 100.0% A
MpenoTepalleHne noTepm ... = 7.6% % nonb: #, MCNONb3YIOLLMX CPEACTBA Y. .. 80% VY 950% A
CeTtesan Ge30nacHOCTb (BK.. P 13.0% % npou3ssoacT cuctem (np w,n. 930%VY 140%V

NMpodunb KMbeppucka (executive) Npodunb KMbeppucka (executive)

Risk Posture

MHTepakTuBHas kapTa Buayanusaumsi BO3MOXHOCTEN

Custom i Information Operations TEARTATL e Cry4ailias uHcaiiaepckas BpenoHocHas KomnpomeTauma yenoqkm ATaka "oTkas B MaHUnynMpoBaHue Customer Compromise

- N e ‘ . y ‘*“"‘“H ‘ T A ‘ ; 3aBMCMMOCTEN PUCKOB, areHToB osa Brousen SSCPTIE casaepeian reparasa el e mesengene | Koo cmems PEANU3aLUN PasNYHbIN
Bal v | 8] - e e - e i yrpo3bl, 3IEMEHTOB 64.1% [& 63.6% 61.1% [ 61.8% 54.9% | &5 54.5% 59.6%  cueHapmeB cobbITMI pucka s

I - S OHTPOII5HOM CPEAb! U METPYIK, KTI04EBBIX AreHTOB Yrpo3L
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= rl 03 BO l Iﬂ I-O I I l aﬂ rl o l I L.I MTb Ref  Threat Scenario BepoaTHoCTb  BepoATHOCTE Ref Capability Type YA3EBMMOCTE HauanbHelil gocTyn  PacnpocTpaHenwe BosgeiicTeme Cuna
ASM.2 Vulnerability Management .. P 30 | 33 | 40 % ofopen critical vuinerabiliies identifid more than 30 days olg T0% Y 20.0% Y MHALMALN YCNELWHOMA 'Iv'DR 1 Ps c 6.9%
g | Accidental Insider Ha 20 32
.II Leak ASM.3 AppSecf DevSecOps (SA... P 20 15 40 % of new apps promoted into live pen iested with all sec findings fixed 75.0% — 70.0% & (9] - aTaku arakm . BMMPOBAHME HA MHUMASHT e
ASM.4 Asset Management (Atfack... P 20 15 40 % of endpoints not in the asset inventory 100% & T30% ¥ Lle H H bl e M H Ca M T bl TS1 |_|l]Tepﬂ AaHHBIX OHnaﬁH—)(paHHﬂ. . 71.0% B7.804 ﬁ'(j:ls‘z z;z:B::::eK:r’:gepl;zlfe“EOBh:‘:c g ???z“
IAM.1  Privileged Access Manage... P 20 S 4.0 % privileged accounts on boarded into PAM solution with regular passwor... 920% A4 61.0% ¥ TS2 lNoTeps AaHHbIX 3NeKTPOHHOA No. 59 3% 55 1% TD'R 4 Au P Po D 29-8“/0
conuommerios | o0 o Preesedaeninun.. P ze A o o o e i P e v ot . % L 610%7 BT kT 4 Avanimaa yrpos I N R R 2
1AM 3 Authentication & Authorisat . P 20 13 35 % of externally facing critical apps with mulfi-factor authentication B7.0% A 430% ¥ TS4  Ataka nporpamMM-soiMoraTenei 25 3% 63.0% TDR.3  Axanns v oGHapyxetie aHoma... D [ I I . 29.9%
IP1  Data Loss Prevention P 20 13 40 % of user endpoints with DLP solution installed 96.0% — 36.0% A TS5  MOCTOAHHOE ETOPKEHME B CETh 79.6% 51.9% TDR.2Z  MoHnTopuHr Kondmurypauim (ex... D 30.0%
% Malicious Insicer Ha 13 19 IIP2  Data Encryption P 20 13 40 % ofcritical apps wilh all sensiive fields / records encrypted 31.0% 4 46.0% 4 TS6  KOMNDOMETELMA BHYTDEHHETD ... 39.6% 62.2% TDR5 - Lmdpposan sauura Gperaa P 29.7%
o o ; SRC.1 Vnpsanerwe pucxawn uenosor . P [ 26
IP3  Data Backup & Recovery c 30 | 33 | 40 % ofciical apps (BCM/ DR) lested 100%— 85.0% ¥ TS7  KOMNPOMETALMA BHELUHErD npun. 74 6% 50 5%
P4 Secure Data Disposal P 30 - 35 % of LoBs that have an approved data destruction process and have the ... gpp3% — 960% ¥ TSE KDMI'IpDME’TaL[IAS! KOpnOpaTMBHOI‘J'I A40.5% 58.8% SGLA KynhTypa BesonacrocTi u oﬁyq, - P 90.0%
i 151 Network Security (inc. S P 30 |33 | 40 %ofnetworkd of localed on dedicated VLAN 2.0% i ) : 15.5 Besonactoe noakmiodenme (k.. P 37.0%
I@ Supply Chain Ma 22 19 X etwork Security (inc. Seg X X of network devices not located on dedica s A 90.0%— TS9 Mop4a caitta 62.7% 57.0% 1S4 SHETOOHHAR MO HOCTYR B P %6 79
Compromise IS2  Endpaint Protection P 30 |33 | 45 % ofendpoints with an EPP solution installed 100% 4 93.0% ¥ TS10  KOMNDOMETALMA CO CTOPOHS! M. .- a1.1% 611% : kTP [OCTYR B A... I [ es7%
1S3 DDOS Mitigation / Protection P 20 13 40 % of cntical external facing systems protected by a DDoS mitigation soluti... 550% — 69.0% A TS11 I(DMrIpDMETaLmH HENPUBUNETMPo 62.2% 1S3 3aLL|,HTa ot DDoS-arak P 36.3%
IS4 Email [ Web Access & Fil P 30 88 40 %o /end users bei ed by web proxi 91.0% & B ' 152 3alMTA KOHEUHBIX TOUEK P P e e cs.0%
Denial of Service Hai 24 19 ma cess - g of systems / end users being scanned by web proxies 90.0% — TS12  Kubep HapylleHWe Co CTOPOHEI ... 50.3% B60.7% 1S4 Ce P 13.0%
Attack IS5 Secure Connectivity (inc. R... P 20 1.5 4.0 % of remote user access connections with key controls implemented 930% A T10% V¥ TS13 KDMI'IpDMETaL[IFIﬂ ﬁam:u::pa nocra 91.2% 61.1% - Tesan 6e30NacHoCTs (BI(.I1. C... ____ -Je
SGL1  Security Culture & Traini P 40 45 o targeted in 2 phishi ign who reported the phishi . 50% 4 440% ’ : P4 Besonactoe yaanenue AaHHbIx P 15.0%
. ecurity Culture & Training b of employees targe in a phishing campaign who repa & phishi__ s A TS14 KoMNpOMETALMA AaHHBIX NOCTAE. 32 8% 28%

SGL2  Cyber Crisis Management c 20 10 45 % outstanding findings from post incident reports (for major incidents) 9.0% A 18.0% A TS15  KomnpomeTaums cTopoHHero np 7 7% 59.9% L2 Wndposarne aaHHbIX P 19.2%
(=3 Extemal Information M ¥ 23 24 . . . A : . PA MpegoTepalienne notepu gan... P [ B 5%
[G= Manipulation SRC.1 Supply Chain Risk Manage... P 20 20 35 % of critical suppliers with oufstanding issues still to resolve. 880% A T60% V¥ TS16 KDMI'IpDMETaL[Inﬂ SaaS/ PaasS 44 0% 61.0% 11.8%
TDR1 Incident Respanse c 40 | @5 | 45 % devialion from target lime biw SOC engagement and containment 90% ¥ 30.0% a4 TS17 WntbpacTpykTypHie DDoS 1 3% 56.4% IAM.3  AyTeHTuduKkauwa v asTopusauma P 8%
TDR2 Continuous Monitoring (nc.. D 30 | 88 | 40 % ofall systems with logs enabled and capturing events info SIEMtool ~ 50% — 10000 TS18 Mpuknaarbie DDoS 51 0% 55.0% IAM2 YnpagneHue uaeHTUDMKALMER P I Egz"
Customer Ha 18 31 1AM 1 Ynpaenedwe npuBMNErMpoBadH P ] 0%
Compromise TDR.3 Anomaly Analysis & Detect... D 40 43 45 % of endpoints with an EDR solufion installed 900% ¥ 900% Y TS19 DoS-aTaka nepexsara DNS 37.8% 56.4% ASMA Vi p P IE‘ P 9 B%
TDR.4 Threat Intelligence o 20 13 3.5 % ofincidents where ihe crificality has been informed by threat infeligence  96.0% —  40.0% — TS20 Cks HI JOMEHa 67 0% 54 5% - npasnenue aktueamu (Mosep. .. 2
i . - - i 10.7%

TDR 5 Digital Brand Protection P 30 23 40 % of company social media accounts in compromise monitoring tool 80.0% — S500% & - ASM. 3 BesonacHOCTb NPUNOKEHWA W P -
TS21 B3nowm y4eTHOM 3anvck B couma... 48 4% 54 5% ASM 2  Ynpasnewue yaseumocTamu (86 P 8.8%

TS22 Bp3HomHeKuHr 11.6% 54 5%
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